AK NOOBATU MNMPO
NMPUBATHICTb OUTUHWA
B IHTEPHETI?

IHOOPMALIA 014 BATbHKIB
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Typbysatuca npo Oesneky CBOEI AWTUHWM B iHTEpHETI — Lue
HOpMasbHO. IHTepHET MpoMoHye AITAM ayxe BaraTo MOXIMBOCTEN
BMbOOpy, afle BOAHOYAC OHMAMH-CBIT 3i CBOE BCEAOCTYMHICTIO
Ta aHOHIMHICTIO MICTUTb HM3KY Hebesnek Ta 3arpos. Jopocni MoxyTb
LOMOMOITU OWTUHI OMaHyBaTU HEOOXiAHI HaBUYKM Ta 3HAHHA, AKi
CNpuATUMYTb  Oe3neyHoMy  KOPWUCTyBaHHIO  UWPOBMM  CBITOM
Ta yXBa/leHHIO 3BaXKEHMX PilleHb Ky Mepexi, Tak i y peasibHOMY XUTTI.

o

o Take
Ta YOMy BaXJIMBO A6aT NpPo nepcoHanbHi gaHi?

KoHigeHUiHicTb B iHTEpHeTI — Le MOX/IMBICTb KOHTPOJIIOBATH,
CKifibkn ocobucToi iHpopmMaLii TpeTi cTopoHn (oHnanH-nnatopmu,
Beb-canTy, nporpamm) MOXYTb 3bupatun, obpobnaty,
BMKOPUWCTOBYBATH MNifj 4aC TOTO, AK MU KOPUCTYEMOCH MEPEXKEIO.

Ocobucra iHbopmMauia (abo, ak il We Ha3MBalTb, NpUBaTHA
iHbopmauis) — ue iHpopMaLis NPO KOHKPETHY JIIOANHY:

im'st Ta Npi3BuLe;

| ]

m BiK (CKinbkn pokiB);

m ajbpeca NpoXmnBaHHS, HaBYaSIbHOTO 3aKaay;
m NIB 6nnsbkux;

m Micue poboTtu, HoMepu TeniedOHIB, eNeKTPOoHHa agpeca;

m HOMep BaHkiBCbKOT KapTku abo BaHKIBCLKOTO paxyHKy TOLLO.

Yacto Mu Hagjaemo ocobucty iHbopmauilo B mMepexi, wob
3apeecTpyBatn obnikoBuin 3anuc  Ha Beb-pecypcax. Komnawii
3anuTyloTb i, Wob nigibpatn KOHTEHT, AKWI BIAMNOBIKAE iHTepecam
i Biky KOpUcTyBaya, HanalTyBaTh peknamy i nokasyBaTu Te, LLO MOXe
moro/ii 3auikasutn. BogHouac ...

Ba>knuBo po3ymiTu: Byab-siky iHpopmauito, aky
MM PO3MILLLYEMO B MepPeXXi, MOXYTb BUKOPUCTATU
3 HegOBPOUECHUMU HaMipaMM Ha LUKOAY HaM.




HaBiTb sKWO BWM BUAANWAM NOBIAOMEHHS, HadicnaHe B MNpuBaTHIN
nepenucLi, 3 HbOro MOrV 3POBbUTY 3HIMOK (CKPUHLLIOT) Ta 30epertu
AaHi Ha IHLWWIM HOCIN, 3BIAKN BOHO MOXe 3HOBY MOTPANUTU B MEpPEXY.

Mepen TM SIK NOAINNTUCSH HUMOCH Y MePEXi, BaXIMBO OLIHNTK, 015
4OTO MW XO4EMO PO3MICTUTL Taky iHGOPMaLLilo, XTO 3MOXKE MaTH A0 Hel
poctyn. Moginutncs ocobuctoto iHpopMaLieo B iHTEpHETI — Le siK
pPO3MnoBicTu il HE3HaNOMIN NIOAMHI 0coBUCTO.

LLlo Baxxnueo BpaxoByBaTH, Wb anTUHa Byna B 6e3neui oHnanH?

besneka piTen B iHTEepHETI BKItOYAE TPU CKNALOBI:

TeXHiYHa Besneka: 3acTOCyBaHHSA PI3HNX dinbTpis,
HanawWwTyBaHHA KOHOIAEHUINHOCTI Ha NpUCTPOAX | Nporpamax,
OHNaNH-aKTUBHICTb;

foBipa Ta iHpOpMyBaHHSA: BiaBepTi 0OroBOpeHHs 3 OUTUHO
noBefiHKK Ta Npasua Desnekun B Mepexi;

BJTACHWI NPUKNAL,.

Po3rnsHemMo KOXHY 3 LinX CKIafoBuX.



TEXHIYHA BE3IMNEKA

Kopuctyiiteca 6esneuHoto mMepexkelo (Le fomallHa Mepexa abo
MODINbHUI  3B'A30K) Ta HaBYiTh UbOMY pAUTUHY. He BapTo
nepepaBaTv nepcoHanbHi  OaHi, $oTO, MNOBIAOMMIEHHS TOLLO,
BMKOPUCTOBYIOUM MNyBniuHi mMepexi, He 3axuweHi naponem (wi-fi
B kade Yum iHWMX rpOMafCbKMX MiCLsX).

PerynapHo oHoBnioiTe nporpamHe 3abe3neuyeHHs BawwMx
rapxetis. BcraHoBnionte nuwe  HeobXxigHi  nporpamu  Ta
KOHTpONONTe X BWUAANEHHA. 3BepTanTe yBary Ha HadaHHS
LO3BOJIiB, sIKi MPOCUTb nporpama (4n cnpashi nporpami Ans
0bpobkn  ¢doTtorpadin  notpibeH pgocTyn OO KOHTaKTiB?).
[NepekoHanTecs, WO Ha MPUCTPOI BallOi AUTUHW HanalTyBaHHS
KOHbIOEHUINHOCTI  BBIMKHEHO Ta HajawToBaHO Tak, wWwob
MiHimMi3yBaTK 30ip gaHux.

MopGaitte npo HagiHWi naponb. PisHi akayHTM — pi3Hi napodi.
LUlo poswwui naponb — TO BiH BesneuHiwmi. Hanpuknag, MoxHa
ckopucTaTMca cepBicoM 3 redepauil naponis Big Kibepnoniuii
(https://cyberpolice.gov.ua/generate-password/).

HanawTyinTe popaaTkoBui piBeHb 3aXUCTY (ABOETaMNHy nNepeBipKy).
[o npvknady, KoAv 3axoguTe B CBild akayHT, HanawwTynTe GyHKLi0
OTPUMaHHS MiATBEPAXKEHHS 33 [OMOMOrol0 CMC YK A3BiHKA. AKLWO
AVTUHA Ma€ BIAaCHUIM akayHT, pa3oM MeperfisiHbTe, Yu YBIMKHEHa
ABoeTanHa nepesipka.

HanawTyite ©GesneyHui nowyk Ta ckopuctantecs ¢yHKLie0
6aTbKiBCbKOro KOHTPOJIIO, OCOBNMBO Ana MonoAwux AiTen.
Do npuknagy, ue Google Safe Search, obwmexenuin pexum
Ha YouTube i popatok YouTube Kids. Konn Bawa gutuHa ctae
NigaiTKOM, LBWALLE 3a BCe, TexHiYHi obmexeHHs Ta 3abopoHu
MOXYTb He OyTu edekTUBHUMMK, TOX MepekoHawTecs, Wo BiH abo
BOHa MOXe Lwykatu iHbopmauito Ha GesneyHux canTax Ta 3HaE,
IK MOCKaPXNTUCA Ha HEDE3MEeYHNIN KOHTEHT.



MpoBepiTs Yac 3i CBOE AUTUHOW0, WOD 3HaWTU nporpamu, irpu
Ta iHWIi OHMamlH-po3Baru, sKi BignosipalTh ii Biky. Hanpwuknag,
KOXHa colianbHa Mepexa BU3HaYa€E MiHiManbHWI BiK, HEODXigHWN
LA peecTpauil. binbLwicTs 3 HUX BUMaratoTb, Wob KopucTyBadi Manm
Bik Big 13 pokis pna ctBopeHHsd obBMiKOBOro 3ammcy CamocCTilHO.
[MosicHiTb, YoMy BCTaHOBJIEHa BikOBa MeXa Ta $Ki PU3UKK
i Hebesnekn MOXYTb OUiKyBaTW Ha KOPMWCTyBauyiB, SKLLO BKasatu
HenpaBAaMBi  fdaHi. FAKWoO AWTMHa Mae  BACHWW  aKayHT,
nepekoHamnTecs, Wo ii npodint NpuvBaTHWI i gonucu Bavats nuwe
3HanoMIi JIIOAMU, SKUM ONTUHA OOBIpSE.

LizHanTecs, AK CKaAPXXWUTUCA Ha HENPUUHATHUA KOHTEHT abo
Ha MaTepianu, siki He BiAMOBIAAOTb BiKY OWTUHW Yy couialibHUX
Mepexax Yv Ha OHManH-nnathopmax.

. Rl



OOBIPA TA IHOPOPMYBAHHHA

BinBepTo noroBopiTk 3i cBO€ ANTUHOIO Npo i Aii B MepeXxi.

LLloMHo Balla AWTMHa MOYHE akTUBHO KOPWUCTYBaTUCS Mepexeto,
MOroBOpPIiTb 3 HEK MNpPOo Te, WO BOHa YUTAE, AMBUTLCS, 3 KUM
CNISIKYETLCA B iHTEPHETI, AAKi canTu BiaBiaye abo skMMM 3aCToCyHKaMu
kopuctyeTbea. [isHatecs npo xobi abo iHWi iHTepecn AWUTUHMK,
noBs'sizaHi 3 Mepexeto. [10SCHITh, LLLO BCe, L0 NOTPanse B iHTEPHeT —
300paxeHHs, Bifeo, KOMeHTapi, Te, YNM BOHA LiNNTbCH 3 iHWKMMU, a
TaKOX Te, WO iHWIi nyBnikytoTh | YUM AiNATbCA 3 HElo, — 3a/MLIAE 3a

coboto  umdpposun  cnig.  TModacHits, wo  Bapto  ByTwn
YyBaXHMM/yBaxHOO ~ [O  TOro, sK MW  BUCJIOBJIIOEMOCS
B Mepexi — He BapTO MOWWPIOBaTW 4yTkM, obpaxaTtu KOrocs,

LinuTnCs npuBaTHUMK icTopisMn 4n doTorpadismu. 3anesHiTb,
Wo A0 Bac MOXHa 3BEPHYTUCH, SKLWO TpanuTbcs  LOChb
HenepenbavysaHe, Te, WO 3aCMyTUII0 abo HassKao.

[HisHanTecs, xTo Apysi BalLnX AiTen B iHTepHeTi.

Mwu, popocni, 3HaEMO, WO AedKi MIoAM B Mepexi MOXyTb OyTu
He TMMu, 3a Koro cebe BupatoTs. Pozkaxite abo Haragavte npo ue
ONTWHI Ta Haros1IoCiTb Ha TOMY, LLLO BapTO AOA4aBaTW y APY3i nnLe Tux,
KOro 3HAaEMO B peasibHOMY XUTTI.

HaBuiTb AUTUHY Ab6aTH Npo ceBoto Gesneky B Mepexi.

PoskaxiTb OWTWHI, WO nepen TUM siK WOCb PO3MICTUTU, BaXJIMBO
3anutatn cebe: um xouy s, Wob Mot iHbopmauito (im's, Homep
TenedpoHy, [AOMallHA ajpeca, efleKTpoHHa afpeca, agpeca
HaBYanbHOro 3aknagy) abo doTorpadii oTpumanu HesHanomui?
dkwo Bignosigb «Hi» — kpawe He nybnikysatn ue. Lle npasuno
cTocyeTbes | BaTtbkiB/ocib, aki iX 3aMiHIOOTL, KOMM BU nybnikyeTe
BnacHy iHpopmauito abo iHpopMaLito/300pakeHHd AUTUHN.



Bu Takox moxkeTe HaB4YUTK OUTUHY KOPWCTYyBaTUCA MpPaBUJIOM
«3anuTtan — MepeBip — Mopyman»:

Y KOro TM MoXeLl 3anuTaTu, SKLLO B YOMYCb He BneBHeHun(-a)?

LLlo maeww nepeBipnTn? (Bif KOro HafiMLWOB NUCT/MOBILOMIIEHHS
— e 3HanoMa JtognHa Yn HesHanomeub?)

Mpo wo BapTo nogymaTtu? (Hanpukag, LWo MoXe CTaTUCs, AKLLO
nepenay 3a NiHKOM, KU Haficnana MeHi HeaHalnoma ntoamHa?)

dkwo Bawa AutuHa finuTbcs doTorpadiamu abo nybnikauisamu
B iHTepHeTi, monpocite i 4O3BOAUTM Bam Mobayntu, 4num BOHA
OinnTbcs.

PoskaxitTb 4omy BanuBo 36epiratm KoHdiAeHUiNHiCTL cBOro
MicLLle3HaXoa>KeHHS.

Binbwicte nporpam, ™Mepex i nNpucTpoiB  MatoTb  GyHKLT
reoTeryBaHHs, siki ONpPUIOAHIOTL MicuenepebyBaHHA Ta MOXYTb
npueecTn korock 6esnocepenHbo [o Bac. Lli dyHkuil cnig BuMKHYTH.

Cnipkynte 3a 4acoM OHJIAMH.

BaxxnnBo cTexxmTn 3a 4acom, Sk OUTMHa NPOBOAUTL B IHTEPHETI.
Ob6roBopiTb, CKiflbKM 4Yacy AUTUHA MOXEe  KOPWUCTYBaTUCH
rag>ketamMy, i BCTaHOBITb TalMep Ha BUMKHEHHS. AKLLLO Le MOXJINBO,
BIAK/IOYITb €KpaHW MPUHAWMHI 3a FOAWHY Nepes TUM, K Naratu
cnatu. BwusHauTe KOHKpEeTHWM 4ac, KOIM OWTUMHA TMOBWMHHA
MPUMUHUTU BUKOPWUCTaHHS €/IEKTPOHHUX MPUCTPOIB nepes, CHOM.
Llen yac Mmoxe Bigpi3HATNCS 3a51€XKHO Bif, BiKYy AUTUHU, ane 3a3Buyan
Ma€ ByTu NPUHANMHI 3a TOAUHY OO CHY.

CnpobyiiTe 3pobuTH Kinbka AHIB «6e3 ekpaHy».

Mam'atanTe, Wo Oa9 300POBOro BanaHCy B yCix acrnekrax >UTTs
NoTPIOHO NOEAHYBATLN AiSSIbHICTb B iHTEPHETI 3 aKTUBHUM CNOCOboMm
XKUTTS Ta BiANOYMHKOM MO3a Mepexeto.



OsHaliomTecss 3 couiasibHUMM Mepexamu, wob HajasaTu
Halnkpalli nopaau 3 6esnexkun ons Oiteu.

3apeecTpynTtecs B cCOLjiaslbHUX Mepexax i nporpamax, skuMmu
KOPWUCTYETbCH  AWUTWHA, | [Hdi3HanTecs, $K BUKOPUCTOBYBaTU
HanawTyBaHHSA KOHPIOAEHLiNHOCTI.

JKwo Bawa AWTMHA KOPWCTYETbCH COLiaNbHUMU Mepexamu,
nepekoHamnTecs, WO BOHA 3HAE, SIK: MOBILOMUTU NMPO HEMPUNHATHUN
Ta/abo obpasznmeuin KOHTEHT; 3abnokysaTu Korocb Ta 3bepiratu
iHbopMmaLito KOHIAEeHUiNHOW0.

Haronocite, Wo He BapTO BIAMNOBIAATU Ha e€NeKTPOHHI JUCTU
3 MOrpo3aMu Yu MOBILOMMEHHSA Bif HE3HAMOMMUX JIOOEN, a TaKoX
HiKOJIM He MOXXHa MOroA KyBaTUCS 3yCTPITUCH 3 HE3HANOMLLEM.



BJIACHUN NPUKJIAL,

Litn HaBualoTbCs, KOMilOWYM MOBERiHKY iHWMWX, Tomy OyabTe
NpPUKNagoM i NMoBOAbTECA B IHTEPHETI Tak, aK BW xoTinm 6, wob
nosoAuiacs Balla UTUHA.

dkwo BW cami mopyllyete npaBufia Gesnekn B Mepexi, OUTUHA
HaBps4 4M NpuciayxaTMMeTbCs OO BallMx Mopaf LWo[AO MoBediHKM
B IHTEpPHeETI.

PoskaxiTe ANTUHI Npo Te, , No4iNnnTnCA
CBOIMWN NepeXVBaHHAMM, @ TAKOX OTPUMATU KOHCYJbTaLito 3 MUTaHb,
AKi XBUJTIOIOTb.

m HauioHanbHa rapsiva niHia oas 4iten Ta MOMOAI:

o

t.me/CHL116111




B ypagoBa KOHCynbTauiHa JiHia 3 nuTaHb Oesneku giten
B IHTEpPHETI:

e 1545 ( pani obpatu «3»)

m 0ot kiberpes abo uat-60T NpoekTy #stop_sexTuHr:

B yaT-He-60T Unsee, B AKOMY MOXHa aHOHIMHO MOCKapXUTUCS Ha
HeBaXaHNN KOHTEHT y Mepexi:

t.me/Unsee_nebot

e 9

B Tenerpam-kaHasa 3 NMTaHb MCUXOJNOMYHOro 3[40pPOoOB's  And
nigniTkiB, a TakoX OHNAMH Ta OYHI TPynu MNCUXONOTIYHOT
NiATPUMKK ANs nignitkie Ta 6atbkis «[MOPYYx:

&

https://poruch.me

dkwo Tpanunaca HebesneyHa cUTyalis B iIHTEPHETI Ta € XBUIIIOBaHHS
3a besneky:

B eauHa niHia MiHicTepcTBa BHYTpILWHIX cnpas Ykpainu — 112 (gani
obpatn «2»);

m noniuia (tenedon: 102 abo 3BepHeHHA [0 BiAAINKY);

= kibepnoniyia: 0-800-505-170 abo cyberpolice.gov.ua.




OizHaTtuca Ginbwe npo 6e3sneky AiTeln B iHTEPHETI MOXHa TakoX Ha
pecypcax:

= [MpakTtuyHi nopagun 3 uneposoi besnekn. Cepsic 3 nopagamu
3 umdpoBoi Besnekn [iA KOXHOIO ragxerta Ta onepauinHol
cuctemu:

https://yak.dslua.org
m Uundposi npasa Ta Gesneka giten. [pusaTtHicTb B iHTEpHETI:

IEIIEIJr

[EIEEESA | https://minzmin.org.ua/projects

m Cepsic Ofs 3BepHeHb 3 MUTaHb OHMalH-6esnekn B pexumi
peanbHOro yacy:

https://nadiyno.org

https://osvita.diia.gov.ua/catalog/topic/cyber-security




My6nikauis nigrotoBneHa 3a ¢iHaHCOBOI NiIATPUMKM EBPOMNENCbKOro
Cotosy. i amicT € BukIOYHOI BignoBiganeHicTio [pomapcbkol
opraHizauii «BceykpaiHcbkuin rpomagacbkuin LLeHTp «BonoHtep» i He
0boB's13koBO Bigobpaxae nosuuito €Eeponencokoro Corosy.
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